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Overview

The role of proof in an assurance case

- Use eliminative argumentation
— Doubts about validity of claims
— Doubts about validity of evidence
— Doubts about validity of inferences

- As doubts are eliminated, confidence increases
— Schema for use of proof
— Trivial example
— More realistic example
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Cl.1 Cx1.1a
Specification of "has" in terms of permitted
System S has ) . ' .
P variance in P and confidence that behavior
property lies within that confidence interval
R2.1 IR2.2
Unless there is a If no counterexample exists,
counterexample then System S has property P
IR3.2 ¢
g Ev3.1 Cx3.1a '

(Inference to reality) If Q holds in model

Qrestates P M, then no counterexample exists (for

Proof using model M (of X
in terms of

system S) showing Q model M system S)
Um4.1 UC4.2 uc4.3

Unless the model is

But the proof has a bug Unless P and Q

not credible :
are not equivalent
because ...
/ \. a
UC5.1 UC5.2 UC5.3
The model structure or Model parameters Trivial properties of
assumed environment is are inconsistent with the model cannot be
inconsistent with system S system S proven
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Triangle Example
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Triangle Example

Cl1 Cx1l.la
In physical triangle ABC C =5 means C lies within 0.02
l\|\|/' (system S),C =5 of 5 with 99% confidence
R2.1 IR2.2
Unless when A=3andB=4,C If there is no possibilitythat C /=5,
is notto equal to 5 thenC =5
|
\ )
Cx3.1a . Ev3.1 IR3.2
Proof using model M (Inference to reality) IfC'=5
B' =4 s o showing C' = sqrt(A*A' + in the modgl then C must
A B*B'), and so C' must equal 5in system S
‘ equal 5
—
A'=3 uc4.1 uc4.2
Unless_ the model is not Unless C'=5 is not
credible because ... equivalent to saying C=5
a * A
UCS5.1 UC5.2 UCs.3
The physical triangle The actual values of A, B, and Angles AC'and B'C' do not
does notlie in a plane angle AB are too different from sum to 90 degrees

those in model M

O O
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Calculating Confidence

A =3 £ 0.02 (with 99% confidence)
B =4+ 0.02 (with 99% confidence)
o = 90° £ 1.0° (with 99% confidence)
C = sqrt (A% + B2 — 2ABcos(a))
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Calculating Confidence

554,939 Displayed

1,000,000 Trials C = 50.05 (99% confidence)

36,000
33,000
30,000

0.03 - |

C = 540.02 (66% confidence) S

24 000

21,000 3

.02 -

18,000 5

Frobability

15,000 LQ
12,000

0.01 -

0,000
G, 000
3,000

DDD 1 1 1 1 1 1 1 1 1 1 1
485 486 4.87 4.88 4.89 5.00 5. .02 503 E.04 £.05

P 495 Certainty: |99.0000 % 4 |505
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Calculating Confidence

Were fortunate to have a way of calculating how inaccuracies in
the model would affect confidence in the conclusion

- Probabilistic variations in the model
- Affect confidence gained from the proof
- The analysis suggests where to strengthen the case
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cL1 Cx1l.1la
The engine (system S) cannot be _ .
started by an unauthenticated pfd < 0.001 with 99% confidence,
user (property P)
- Rzz/\\.

o IR2.2
Unless the authentication
protocol has a defect that If the authentication protocol has no
allows an unauthenticated defects, then an unauthenticated user

user to start the engine cannot start the engine
Ev3.1

Aproof using a state machine model
of the authentication protocol showing
that the "start engine" node cannot be
reached by unauthenticated users

.

UM4.1

But there is a bug in the proof
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cL1 Cx1l.1la
The engine (system S) cannot be _ .
started by an unauthenticated pfd < 0.001 with 99% confidence,
user (property P)
~ Rzz/\\.
o IR2.2
Unless the authentication
protocol has a defect that If the authentication protocol has no
allows an unauthenticated defects, then an unauthenticated user
user to start the engine cannot start the engine
\ /
l @
Ev3.1 IR3.2

If the "start engine" node in the state
machine model cannot be reached by an
unauthenticated user, then the actual
authentication protocol doesn't permit
unauthenticated users to start the engine

o —

Aproof using a state machine model
of the authentication protocol showing
that the "start engine" node cannot be
reached by unauthenticated users

Um4.1 d UC4.2 A uc4.3
But there is a bug in the proof Unless the model Unless the theorem proven in the
is not credible model does not correctly express
because ... the authentication property
AN BN
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Model Credibility Evidence

4 N

UC4.2

Unless the model
is not credible

because ...
-
ucs5 1 il UC5.2 N UC5.3 A
The states, transitions, and State transition conditions, Teivial ias of
environmental conditions of the _ freq_uencies_, etc. are rr:gndaelpl\;IocZenr::stsboe
model are inconsistent with the |ncon5|s.tentW|th the qctual ‘oven
authentication protocol design operation of the engine P
N N 4
6.1 C6.2 C6.3 C6.4
The current model is a Internal
revision of earlier models in The model was derived by a Every node can consistency
which property P could not be tool using the actual code be reached checks all
proven pass
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Summary

Used Eliminative Argumentation to explore role of proofs in an AC

Considered how to use the proof as a guide for estimating the
extent to which one can have confidence in the application of the
proof result to the real world

- Modeling inaccuracies
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